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Lessons from the front lines

Gartner’s "CHAOS” prediction will prevail
Source: Gartner (May 2009) Security in 2013 and Beyond

“There are only two types of companies: those
that have been hacked, and those that will be.”

Robert Mueller, FBI Director, 2012

“Cyber attacks are one of the risks with
high impact as well as high likelihood.”

Global Risk Landscape 2017, World Economic Forum

Although it isn't possible for any organization to »
be 100 percent secure, it is entirely possible to

use a mix of processes for prevention,

detection and response to keep cyber-risk

below a level set by the board and enable an
organization to operate with less disruption.
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Lessons from the front lines
Organizations are struggling to deliver effective cyber security capabilities

ol
Talent Staffing Budget Compliance
shortages pressures constraints
Information Evolving IT Increased Resource

overload threats complexity optimization
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Lessons from the front lines
There is nowhere to hide, we’ re living in a digital world

Every minute, there are half a million attacks attempts happening in
cyber space. New vulnerabilities, new attack patterns, new thread
actors are too much to consume.
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Lessons from the front lines
Regulations are/will significantly impact security initiatives

Regulation

Information security requirements are well-known, non-compliance
financial penalties will drive the enforcement.
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Lessons from the front lines
PII will be (is) the most profitable asset

Deloitte’s 29 Cyber Intelligence Centers, strategically positioned around the globe, are recording an increased volume of
PII in DarkNet.

@

-~ Cyber Intelligence Center (CIC)
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The new General Data Protection Regulation
Key Points

After four years of negotiations, the EU General Data Protection (GDPR) is upon us and will be enforceable from 25 May 2018. The new law
will introduce a range of requirements that will have significant impacts on organisations. Combined with increasing demands from consumers,
privacy is now firmly positioned at the top of the corporate agenda.

For global organisations, the GDPR harmonizes much of the currently fragmented legal framework for privacy across
Europe, providing one data protection regulation for all member states.

The GDPR mandates organisational accountability and will require organisations to implement robust privacy governance
and in general take a more proactive approach to privacy compliance.

The GDPR introduces a new maximum monetary penalty of 4% of annual global turnover that can be imposed in cases of
serious non-compliance.

Organisations based outside the EU that process data to offer goods or services to European residents or to monitor the behavior
of European residents will also be subject to GDPR requirements.
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The new General Data Protection Regulation

Organisational perspectives

Privacy as a concept is broad and far-reaching. For this reason, the GDPR impacts many areas of an organisation, not just
legal and compliance. It also engages functions tasked with information technology and security, data governance and
information management, as well as sales, marketing and digital

Legal and Compliance

The GPDR introduces new requirements and
challenges for legal and compliance functions.
Many organisations will require a Data
Protection Officer (DPO) who will have a key
role in ensuring compliance. It is estimated
that 28,000 new DPOs will be required in
Europe alone. If the GDPR is not complied with,
organisations will face the heaviest fines yet -
up to 4% of global turnover. A renewed
emphasis on organisational accountability will
require proactive, robust privacy governance,
requiring organisations to review how they
write privacy policies, to make these easier to
understand.

Who should care?

© 2017 Deloitte Certified Public Accountants S.A.

Technology

New GDPR requirements will mean changes to the
ways in which technologies are designed and
managed. Documented privacy risk assessments
will be required to deploy major new systems and
technologies. Security breaches will have to be
notified to regulators within 72 hours, meaning
implementation of nhew or enhanced incident
response procedures. The concept of ‘Privacy By
Design’ has now become enshrined in law, with the
Privacy Impact Assessment expected to become
commonplace across organisations over the next
few years. In addition, organisations will be
expected to look more into data masking,
pseudo-anonymisation and encryption.

Who should care?

@ Data

Individuals and teams tasked with
information management will be challenged
to provide clearer oversight on data
storage, journeys, and lineage. Having a
better grasp of what data is collected and
where it is stored will make it easier to
comply with new data subject rights -
rights to have data deleted and to have it
ported to other organisations.

Who should care?

Chief Data Officer
Chief Operating Officer

Chief Marketing Officer
Digital Leads
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What changes does the GDPR bring?
10 important requirements in the GDPR

Right to erasure Data protection by design and Data profiling limitations

« Requests must be answered . .
1 wit%out undue delay by default + Right not to be subject to a
. If data was made public, inform + Privacy embedded as from the form of automated processing

concerned third parties beginning of every processing initiative that evaluates health,
« To be assessed during the entire performance at work,
lifecycle of personal data personal preferences and
Data portability economic situation
Receive his/her personal data in
a structurfed and commonly used Increased documentation Consent requirements
and machine-readable format reauirements « Freely given prior to the
« Transmit those data to another q collection
controller « Documentation duty for the controller e :
. » Specific and unambiguous
and the processor must be available to . Withdrawal at anv time
Data protection impact the DPA Y
assessment (DPIA) + Maintain a record of the processing
- Description of the envisaged activities in writing Notification of a
processing operations and purposes 1 O breach to the Data
 Assessment of the risks and measures . . Protection Agency and
considered to address these risks DeSIgna_tlon Oi_: a Data communication to the
Protection Officer (DPO) ;
) - Independent, reporting directly to the data subject
DPA Wider range of powers highest management level * Notify the DPA without
« Impose fines (2%-4% of annual turnover) « Inform and advise, monitor compliance undue delay (max 72h)
» Authorization and advisory powers and contact point of the DPA * Report the nature,

consequences and
remediation measures
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How to utilize GDPR to enforce a holistic data security strategy
Maintaining records of processing activities— A good idea has been formalized (1)

The General Data Protection Regulation (GDPR) requires a full overview of the processing activities that
take place within an organization:

Organizations have the responsibility to maintain records of all the processing
activities which take place within the organization.

Organizations will have to take steps to demonstrate they know what data they hold,
where it is stored, and who it is shared with, by creating and maintaining an inventory
of data processing activities.

Data Controllers and Processors must be able to demonstrate compliance.

The records will provide an overview of all data processing activities within the organization, and
therefore enable organizations to get a grip on what kind of data categories are being processed, by
whom (which departments or business units) and for which underlying purposes.
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How to utilize GDPR to enforce a holistic data security strategy
Privacy by design and by default — A good idea has been formalized (2)

The General Data Protection Regulation (GDPR) mandates ‘Data protection by Design and by Default’:

Privacy by Design holds that organizations need to consider privacy at the initial
design stages and throughout the complete development process of nhew products,
processes or services that involve processing personal data.

Privacy by default means that when a system or service includes choices for the
individual on how much personal data he/she shares with others, the default settings
should be the most privacy friendly ones.

Data Controllers and Processors must be able to demonstrate compliance.

Successful implementation of both Privacy by Design and Privacy by Default requires involvement of
officers with depth knowledge of technical and organizational measures to protect data against unlawful

processing.
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How to utilize GDPR to enforce a holistic data security strategy
Information Security by design and by default — A good idea should be formalized (2)

The GDPR ‘Data protection by Design and by Default’ requirements should not be limited to the privacy
area.

Information Security by Design holds that organizations need to consider information
security at the initial design stages and throughout the complete development process
of new products, processes or services that involve processing data.

Information Security by default means that when a system or service includes
processing, storing or/and transfer of information, the default settings should be
the most secure ones.

Management must be able to demonstrate compliance.

Successful implementation of both Privacy by Design and Privacy by Default requires involvement of
officers with depth knowledge of technical and organizational measures to protect data against
information risks.
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How to utilize GDPR to enforce a holistic data security strategy
Privacy impact assessment — A good idea has been formalized (2)

The GDPR mandates privacy impact assessment:

Where a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result
in a high risk to the rights and freedoms of natural persons, the controller shall, prior
to the processing, carry out an assessment of the impact of the envisaged processing
operations on the protection of personal data.

The assessment should include measures considered to address privacy risks.
Data Controllers and Processors must be able to demonstrate compliance. The

assessment findings should be kept to demonstrate organization’s rationale behind
certain decisions at a later stage.

Successful implementation of privacy impact assessment requires involvement of officers with depth
knowledge of technical and organizational measures to mitigate privacy risks.
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How to utilize GDPR to enforce a holistic data security strategy
Information security impact assessment — A good idea should be formalized (2)

The GDPR privacy impact assessment requirement should not be limited to the privacy area.

Where a type of processing in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in a high
information security risk, the organization shall, prior to the processing, carry out an

assessment of the impact of the envisaged processing operations on the protection of
data.

The assessment should include measures considered to address information security
risks.

Organizations must be able to demonstrate compliance. The assessment findings should
be kept to demonstrate organization’s rationale behind certain decisions at a later stage.

Successful implementation of information security impact assessment requires involvement of officers
with depth knowledge of technical and organizational measures to mitigate privacy risks.
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Actions to take to prepare for the GDPR
Building a change programme

A combination of both tactical and strategic actions will be required to address GDPR compliance, often over a period of
months and maybe years. The diagram below plots out key elements that will be required in order to genuinely drive
organisational and cultural change and embed the GDPR requirements into business as usual. The scale of the programme
will depend on an organisation’s current privacy maturity and the complexity of the remediation required.

Typical Remediation Considerations

(%3]
= (]
84 45 5g : = 5
c £ =y © i 3 o
EE: 5 @ == S Ta o o
LE g & = g : o E 5 a
" =8 25 8 8 g
)
GDPR
formalized
25 May
2016
Make sure stakeholders Conduct a Readiness ~ Compile an inventory Use the GDPR to Review approaches to Deploy technology Ensur(_a th_e
are fully aware of the assessment to of the personal data assess your ho_Iistic capturing c_onsent. an'd processes tg qrghatncljsattlon has the
GDPR and the impact it understand how near that is collected, who approach to privacy - Re-draft privacy ~ bring about a Privacy TIgNE @keldz governar:jce
will have on the or far away your it is shared with and  do you have a Data notices and determine By Design culture, practices to respon
organisation. Ensure organisation is from what controls govern  Protection Officer? how compliance will and create robust e_fﬁhuentf?/ tg tge new
that key messages are  relevant new its use. Authorities Who is ultimately be demonstrated. breach management _rl%_t_sda ?r e tho
understood by the requirements of the will expect this aCCoun_tabIe? H_ow are proce'dures, consider ":1 M Ea S, such as
Board and senior GDPR and the information to be you going to bring masking and t Zrlg :sbt_cl{terasure
management - and potential effort made readily together dlfferer)t encryption. and portability.
gain buy-in for required. available. areas of the b_usmess
remediation and tp Eﬁanage privacy
risks on an ongoing
change programmes. Do
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Actions to take to prepare for the GDPR
10 steps to become compliant with the new EU GDPR rules

Data classification, relation to the core
business, data flow-analysis, where is

personal data?
Policy for processing of personal

data and privacy Privacy impact assessment as part of the

r|sk assessment
Program for awareness
Identification, description and
implementation of controls
Program for Data Protection
Ofﬂcer (DPO)
Program for managing the ;
data subject’s rights 8 Program for data breach management

Possibilities for using Privacy

Program for securing 1 O 9 Enhancing Technologies —PET-

compliance Privacy by Design
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